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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and a 
system for performing problem determination and fault 
isolation in a storage area network(SAN). 
SOLUTION: The method to process an error in the 
storage area network(SAN) comprizes a step to generate 
a SAN topology map, a step to generate a SAN problem 
determination information table(SPDIT) and a step to 
generate a SAN diagnostic table(SDT) by using the SAN 
topology map and the SPDIT as computer execution 
steps. 
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AO«J*WPDtttfii^?¥aE"rs«rSOCAET*S. S 
PDITttCAMCSSL, CAEutlCCAMICfco 

Te»M»*a»sn* ffltFcw/x^sNMPt 

-ex*^LT) o CAEI1 mil «fc < l»t5S*T 
SfcCANttCAMIIi^TlRTSa^S*!? 



:i«^Tt^o £(D££KlO^Ttt|gTcfcDi£ffl 
iztBtm-rz. CAMU jB*WWHW*J^H«T*ffi* 
GDFC5£3IU># -it-tfX (ELS) £rit#-hf 
05 §o 

[0 0 2 1 ] CAMte, ^VUXIiT^f^^CA 
M, ^:^*tr^>^UX«-r^^7 : '^7 P CAM(hbT^ 
•TS^t^-eSS. CAMll SPDITRtfB»*« 

10 >^UCAMS^7^7iJCAMH fcl^-fVU 

WStA^UCAM^HTiJCAM^Ta-f 

15 CAM^**f SBgB*Jg»J^r>^7x— SAN 

PD77 p »jy-ya > • ^Uif^^>if ^>^7x 
-X (SAN PD API) 3&>£#f/££*l5. SAN 
PD APU1 C AM^r, CAMf«X«Xf-^ 

20 tCDfUKDilfg-f >^7x-X^m<, 

[0 0 2 2] £dT^4£#flrr£o #589ie>$f£L^ 

PDIT) S^-Tt— SPDITH 

25 !Si:T*$tm^o SPDIT07t-V7h 

T^Scfcgfrtl*. SPDITH 0 3{C^-r 

30 [0 0 2 3] SPDIT4 0 0H J£TF<£> KJgS 

1. hl£#J^4 0 2, 1#?8<£S§i4 0 3, 

KiBEM44 0 4T&£. SPDIT400O&U3-H 

35 ^Mtt4 0lH CA±(^)^glIifif^^^ 0 

7 p o^hiL#^ftS^o 
[0 0 2 4] 1f^(Z)a^4 0 3t4, SBfccfcoTI*-*— 

T^mznz^x^-mmvmmizM-tzmm&mm 

45 ELSIiU>^^t**Un-F (RLIR) S«tt 

^nirX^yn^^ b<£>A> K^M I B^^OTx^C^: 

[0025] spdith — f&izs ANMf&mmm 

50 *XK 7f t:ctoTtti/X7-^tt?: 
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r^T^-Ma**wrf^_iMwA-;^// ™ 001-249856 



;i/HM»pfg|a--/ h (fru) «lfigs*«ffis#trc 

[0 0 2 6] tTl:fi«Lfc±3l:, CAMfivXfA 

o**aMB^#aE-r*-ww©cA"(?*t), spdiw 
n > f** ^hy-^ <om# k mm l fc-r^x co f c 

tt, FCn>H^RtfCA;OK^ (SNMP^lfi) 
M/lg^PtX^ffffltl, 0 ^(O^PtXH SA 
NOh*Dy;Vyy (TM) *S«"TS. ^Oh*D 

■ 7^ (TM) ^Scoas (*X K J3j3» 

[0 0 2 7] ddTEI5S:#Bg*r^o il<0Ht?«, SA 

ViS 0 FCM7?5 0H1 gFCX<7f 501i 
CAE 5 2 1-5 2 3<D#4rt©»«jfiS#*S#-h 
5 11 — 51 3£#-r&fcOT\ h 511-51 

3«CAE A, CAE B, StfCAE Ch?^)V 

h 5 1 1 — 5 1 3^CAET**So ftlfftS. £*l£<£> 
^-h 5 1 1-5 1 3tt»#fe*i;fc0, XteX^-£ 

[0 0 2 8] 06H H5^S"rSAN<OfcfeCDfBW5fb 
£>£o h^P;x ■ (TM) tt2^C7C0DT-— 

\Z, 05CDFCX-T >y^5 0 1 W^&X-fyfUgl 
£*l&SANS3i, CAEMCANgMJ^i 

fcx-r y 5P • h fcw-r * s p d i T/mmmm?)'? 

f h 3 h i torao/us 

ffl^TCAEA^CAE C <h<£Pfl<D^[pJ/^X ^LT 

i£3fi U >^7 . it- fcf X #T*ffi*G> S ANSiHJ: 

[0 0 2 9] I37te, S AMOfcftflDS ANfif- ^ 

~^iR* (FEDC) RZfVY)]s?<-tI±mmftVx (RD 
A) (Dfci?)f:isEffl$n§SANtlrf»^l/ (SDT) 



[0 0 3 0] »A8±OSDT-b;Ut X-fy^-Tp— 

05 h s n <*> a #<off / jo K*#«-r * c a e \z «t o 

AX, "Tito's SDTir;KZ>*<0&j^tt, g»J<BSAN» 

^ffl^n, 3&^as&»»fft^T*n€>ck5^, tm 

10 JCiR**nfcW«*^tt. #J*te\ fcL/OF^SCS 
I glOX7-*Vt>Hft3tsX h • AX • 7?y?* (H 
BA) FC'J>^©X7-Sff7&6.tf, Xhl/-yg 
ittHBACWLTU >^X7- ^^bTl^pIfiH*^ 

15 [0 0 3 1] H7W*n5««B4l7-fl[»t S 
DT§fflMRDA©a-f^ UtV £#>Jtrr£fc<£>T 
fTlte* A>HrtFC'J>^^<A79hT6 
^C^^rCAE A^SSLfcut^LTUS, fr3 
fci, CAE C±©A>h^A»F^x7 0>hD- 

20 7X7-^to Ctlb2 ^(Z)X7-raibTl^ c 

25 *fi=<Bt>£T* ff 5«itfO2^^««H^Tab^ 0 Lfc 

SlopaHtt, CAE C(c*5tt^S!iaSgoD 

<i 7fOCAE 2 C^tt^FC'J >^P$#T&£o 
30 [0 0 3 2] i8ft m*<DX.^ — \Ztt-$~Z>VY)\s?^ 
AtBfMt«Effl$tl§M$0^bT^5o RDA7 
Jl^zfUXAte, FEDCf«^e^SfcW:, SDTO 

[0 0 3 3] S D T$$7;WU XAMX7-1^« 

[0 0 3 4] HfcS-T«*T— jftlM&SAN 

»%^jgffl$n^5SPPfl(0fi*X^r— ;P*ffi^^fi»JffiE"r 
^t)C0T^^ o I S AN^fOMbfe^X hStfH 
fflWSTKA^Jb^fc 1 6*- h • X-f y^^TfiES 

45 -r*&6«, f-O K7< yX7-XHHB A^ A7 
^ hX^-tCcfc-SX^-^^-r^d^^^^oI^ 

50 **0»r«S!Wtt, @a«Iffi«:e«X7- CTttte-S 
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— £U7 • ^vbV—Cr (SAN) ft 4*892 0 0 1 -24 9 8 5 6 



[0 0 3 5] u^T, B8fcV>UHl 2£*MHbfc#*S 

lagrr*. ens© an ^9sncD0£Lir^aio»ii 
tct>ch^< mm s ansi0 s a ns^i mwttrn 

Sff 5U7M-fAt»r7;WUXA (RDA) £>:/n 

[0 0 3 6] 1. ffifflil^^h^ (TCW) 

fit^T S D T©»f»litt*gilBT-5fc»l:ttl *tl 
[0 0 3 7] 2. SHfiH««/U (SCP) 

XitblZtizmZnZo SCP-ttRDA©ffl, SDT^e»I 
[0 0 3 8] RDACO^— 

©«§Stifel»ifi!)»l:«f7tS. 

[0 0 3 9] iSSANS^S ANM^nRf^ 
«ffl<©— jRW&RDA&JKT^IBK-r*. CAM^KC 
A tC & * T ^ T CD mm / N° 7s & S D T \Z %) Mi t T Z> B# \Z , 
ynirX^ffl§£rr£ (Xf7^8 0 1) e SDTH T 

^Tcommtsnrcrtx, ts^/ua— >b, b- 
x h is-vmw\ztt^&T~*<D&Mj&tf&m&mmts 

[0 0 4 0] ^PtXH SANOWCTCWStfS 
fc^&^b#<7> :<*--- SCPB, SDT 



t*>^u c amh^5< cami:» 

[0 0 4 1] i^T, CAMBffc&X7-*§ttIR0 
(Xf^^SOS) , RDA^f^TX7-^ij!lt-5 
10 (XT7/8 0 4) o RDAyDizXWTl^i^ 

*>K:o^T<Oft»r£:fT ^ Uf7^8 0 5) , hi^mr 

15 ^71~^c 

[0 0 4 2] B10H SrL^X^— ©JH^fyX 

KSdi^cfcoTBBJ&L (Xr7^8 1 0) , x5>-> 

20 x5-sw*i;it«Fm, Rr/x^-^a^s 

£ (Xf7y8 l i) 0 x^— ^fi^SoBS^fc^T* 

*^f336^C^^T*IW*tf5 Ur77 p 8 12) 0 t> 
25 LTZ>mW~C$>Z>li]£'Z>\zm&2tl2> (Xf77 p 8 1 

3) o m*x* m&znrc^-ft&m-r^ftfe&ffi 

I T^H^btSn-B Uf7^8 14) o t>LB8^ 
Uf7^8 15), B5M;*:«£>x^— ©ffll^Tt 

[0 0 4 3] t)lX7-«l^X7-T^»tlH 

Kx^-^t^3t^fi;^oS^:ffi^e>^§x^--efe^^ 

35 <if5^^0^T*J»T$n* Ur7y8 16) . ^L^- 

7^8 17) , ^6l:iX7-J[iI^7-r§o 

[0 0 4 4] fcU X^— *«Ka*flEX^— Tfcfg;/* 
i*SX7-Tt)&tfnH X7-^lAg^Dil 
40 TftBrSfrU KX^-j&t^^tl^ Uf7^8 1 
8) o 

[0 0 4 5] Z.ZX\ m 1 1 Sr#figL&*«e»iawr-5o 
u^Htlt 0 1 0^x7^8 1 7 coj:^^, £rfc& 

fS/^a^x^-^a^fTp^ffi^cto^^iftBj 

45 t5fc»©7P-^t"-h^S$nT^5. SCPM 

ft $ n x ^ — f c cfc o t s * § w- -5 / n° x £ ft ®t *r ^> co 

T% M<^X^— 5£&\ZMLTimm\Zffll,^t>1t:*>n2> 
50 (Xf7^8 2 0) o f IT> ffl<D3i7 — <D&£.&m& 
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* hU — i> - IU7 - *y W — 9 (SAN) n teES? 0 0 1 -2 4 9 SRR 



2n<*> Ut7^8 2 1) . -tUT, B^^to-e-BW© 

(Xf7^8 2 2) o fcU i^X7-«P 9 1^^$ 
SJBf:H«LT^Sft5H x^-tes C P tc&Srt^n 
S Uf7^8 2 3) o rp^^bW^Tt^t, SC 

pit ^raw*o»o3id^*ufcsDR(7)iaa>a:/ , ?x± 

[0 0 4 6] SCPCD^-^Wifi^SCPCO^i&O^- 
-Sft, 7 s — ^ttffilBXtt«p|R|»clBiiL/TV^a:lriiJMIR 



H-r^fca6tcx^-ffllB85«/a^©l¥ffi^ bftttn 

^ T l> < ^ ^ <£> pj * - X S IK bmt Z> 7 a - 5P ^ - h 
[0 0 4 8] r/nirxtt, Ifffc^Sff £n^x^-££ 

0) o t>L^5&£k£, 2^£t±(DX7-^sc P 
ffiTS^(t*5A^^oiiTO«»f^fTtons (X^^^8 

3D o t>L/-€-5 7?fettntf, giffiGDx^— (offla*^ 
*:spdi is$nfcX7-^t^tM 

fc^^K^^iirSn^ (Xf7^8 3 3) o feL^S 
^8 3 4) , 3|ffcl:SiSn, fi/tig^X7-« 

[0 0 4 9] fcLt^T(DX7- ^aECDg^^^-r 



78 3 5) 



r a 



05 



10 



15 



20 



25 



30 



35 



•5x7SlOX7-fj:U >v*3U3;^ AT«j7 hgg^cox 
7— KHg$te£n£o X7-(:gl/\-Wx7X7^ 

3 6) o fcbSfA- Kf>x7^/fSft5a6H 45 
XT77 p 8 3 2-8 3 4d:TO:L/T, KMLfcSSS** 

PD I Tten^2nfzX.7-tf&mT^&7£<D?$&\Z 

^fesw. feu 7t*^e»fi wsra/sgss© 50 



[0 0 5 0] Lf^/U±0X7-{:giA- K^x 
T • X7-^$hT^&ttnH U >^X(W<A7 

^5S#^t&tfl^*5t, ±IEL#:X7^:/8 3 
2-8 3 4£|g«fc:, H»LfcSSl^^>^>X*^ 

So 

[0 0 5 1] fcb2 0J^±OX^-^— cD/tX^^ 

nt^^ttnn 2^j£Ukdx^— 3j«*fto/xxic*i; 
8 3 8) o =bii?ftti»^e»n Koi^^ne<oA 



Xi^MIiMi (Xf7^8 3 9) , x^-fflUB 
[0 0 5 2] SlgiH SAN»SSffi*&tf/XttS 

&m^&*frE5fr<Dmmtfifft>ti2> (xf7^8 4 

0) o hls J tv7*$>2>ti:*>& Xf7^8 3 2-8 3 4 

n, />ft>x**8tsn5. ^ bx> spdit 

[0 0 5 3] Sfcfctffttt, t>LSAN»8X(J7 7y 

tfS AN 7 r 7 ^S*OW*^IS*T*So C 
OttSEB, ^Xf7^8 3 5T(?)«lf,C0lS*(:f I 

^□txttS6f:j!ii&fT5&ftl:XT77'8 3 6 

[0 0 5 4] bLm—/^*{Z^l£tlT^U^2-DM±<D 

X7-^*0, S^^n^(DX7-{:^i©g$^a 
;i^-f A#Bfy;pzfuXA (rda) ^fr^tis (x 

7-7^841) o dOdit4#Tttas*t, ^pjfg^ 

•»u^tcwc- ^K±©X7- **£«s*u gx 

-<£><&T, *fc^t>^x^-^L<Sfi$n^x^- 
tSS^i^^fcSx^-^It^/tfef:, x^- 
• yatxttxr7y8 0 4 f:l§ 0 
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2001-249856 



[0055] *%m<Dm£M, ±j£Ltt&m<DWfflts. 

^-h~?z> 0 fit, u y;i^<At^T;i^uxAte 

* £ «*rr <*> ± t s tit* K ± a 

LTffi3tLT*50> *fcSANBaia*iJJSijO!)fc«>fcFCH 

[0056] z.z.-enaffiLT ^ 

A-F'f^X^ • F7-f^ RAM, — RO 

[0 0 5 7] BLL, 4:%nO01PlftRn£4:9SnOMK 

[0 0 5 8] £<h#>£LT> *^^0«Sl:P|LTHT 

(1) XM/-y-xU7«^7h7-^ (SAN) f*J 

y^yZfh, SANWBWSU**^— ^ (SPD I T) 
SMTSXry^, ffiffBS AN F^D;/ • y 7 ys 
tfSPDIT£ffl^TSANf»rf-7';l/ (SDT) £ 
S^Xt^^, £WTSc:££^m£T£x^- 

(2) ifBS AN h*Py • T^^iS AN h*Dy • 
X— AN Dy • f-7'^0§^© 
ff^afST — ^^^irS* (CAE) tC^fLT— MW) 



CD § * <B#ia* C A E Kfcf L T-IW V v tf > ^ £ tit 
450, CAEtt*7 • It-tfX • h3M 

^LTM7-^ftffl7'D^7A (CAM) \Z 

05 D> CAM«t3IBSAN(7)fc66^)F»1S#iJSiJ (PD) 

*#U £fcS ANOPDlfffi^- (SPD IT) 
*«1#U ££K95fBS{Sy-4^^-V (CA) «W 

ibspd i Tt»tt$nfc*«€:e»-r*fiB*s^rr« 

10 3±fB (1) HfBKOX^-MS^So 

(3) ifBSPDITH mrfBCA_h<D^&yDy^ 

-KS*t*JltS1*ait<&±E (2) tcfBSS^x^ 

is (4) mmcA±<D&7u¥? hx\tmm\zttm^tfz 
20 ««sn*x^-««©a3HtH-r<5««^6}a:*s^ 

£#^£-T£-hfB (3) KiE*<BX5HG3;&8c. 

(5) maax^-flf*©a«»4, mib F3U3^ 

*#tt3BU>^ (ELS) liU>^*tl/ 

25 3-F (RLIR) ft**-h-r&^£53&»*«-rii: 

£#tiS:£:irs_hfB (4) tr|B«cDx^-5aa^rffio 

(6) WIHSDTtt, WIBCAMJCcfcoTCAE^SS 
Wof:l7- chMIBS AN h^Dfy • -?y7frP><Dm 
*£*»ffl-r*d£*#«£T*±E (4) KfMfcOX 

30 7-5!!im 

(7) XM/-s;.xU7-*yH7-^ (SAN) ft 

M7-^It ^.M^^T, n>tf^L-^*ffx 

T^^bT, ilff 7-^f^ftfiyo^7A (C 
AM) T©X7» • ^7t-^§fitSXT7y'«i:, U 
35 7J^^A»»f7;WUXA (RDA) ^ffi^TMIBX 

5— • ^yir— ^Sffla-rsx-T-^^tSWlx, MIBC 
AMttWIBSAN©it*Hia*aS'J (PD) flMESrWU 
RCAMttHdESAN^PDMr-^ (SPD I 

T) *fiy#u $^[:KfECAMl:J:oTfl$nfcI 

40 fST-*^?^ (CA) ttWIBS PD I TlZfamZtl 

fei«*eit SSI A S tt 5f ^TW* y F*7-^i£ 

(8) MfBCA^It*— h~?Z>*y hV — Zte. /\*> F 
F^^r-f A • ^^>^;U®«»J>^i:/\ + >F^jlfIU > 

45 ^^£WTS^ch£#^i:-rS±f3 (7) tCfB«C0X^ 

(9) ffiriasANtt, mtttyhy-z^mmistc 

50 X h • n>tfjL — ?<D'PU< tt)-O^CAM$ff§ 
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zt£&m£?z>±$z (7) ciB«©x7-ffla*j*. 

(10) SANh^D^'Ty^tfiEf^fy^ 

I^TSANIRt-^ (SDT) ££j$-r£x^ 

Zt>\zmrZ>Z.£&%fmt-?Z>±m (7) KltS 
^-^#£ig (SCP) SfflmldBMx5-^»yt 

£-r*±E (io) friBU<3DX7-»a^ffi. 

(12) MIBS^x^- • ^-/ir-^t*J:oT^^n^: 

<h£#®<hT£±IB (11) l:B8oi7-Jft. 

(13) Xhlx- >>-xU7 •■*yM7-J (SAN) 

^43^Tx^-tt^^ea-r^^^c7)^--^^ii'>x^ 

ATS^T, A* > H 7 7 -f A*aff u > ^7 £ A > n^a 

«y>^£*wu ^aftT-^^^ 1 ^ (ca) s 

l«©XM/-ygft, »E*y h*7-^tc= 
H«»J (PD) »«ftttoa«7— *?***«»:/a 

tfv K (CAM) Srgtjft* CAMttSAN£>PD««T- 
— ^ (SPDIT) £«#U £fcffirECA«H9ES 

pd i TcttttsnfeflHBsea-rsffi***^*^ 

-^MSi/X^Ao 

(14) «»ODCAM£SSfc:^fU ffilECAtt^-f 
'7UCAM<!:1^6l±^t^>y i JCAMi^Wl, * 
fcir^>^UCAM^{C7 p ^<^U CAMUMtTlI 

mzW)ftlr&z.£%ftWit-?2>±% : & (13) KfBftO^ 

— ^Si/X^Ao 

(i 5) HaiBCAtt, — ^eukbcah* (cae) t 

— ^>JW±(^CAy > • A— W1> h (CAN) 
SSfcWU CAEtt*y h?-^ • it-ex • h 

3;u*^UTCAMfc:cJ;^TarScfc<sestife*^ h 
DirX^^UT^T^Clii^^^ftl^tlT^^^C A 
&£<h£!f#m£:T&±fe (13) ^fS^co^-^^Si/ 

(i6) fltri2A*>HF^7r<A* • ^*>*)immv y$ 



£oT^«$n£;i££#^£T£±iB (13) tCfB 

(17) X M/— v • XU7 • *v — 2 (SAN) 
T, SAN h^Dy • T^^Mt^^^^S 1 

$L^fkt. sANmmnmmm : r-7)v (spdit) 

2 > itftfBSANh^n 
>> • 7«^MiSSPD I TSffl^fSANMf- 
10 7)V (SDT) Sr^j5dET*fc«)©^3^^J5E^ai:S. 
f C t ^ait§f-^«LlyXfAo 

(18) mUS AN h#n>? • T^^SAN WDy 

•T-^^Wt> aSANh#Dy-f^KD^ 
Off^ffiftT-^^^^S^ (CAE) \ZMVX-M 
15 »l:V7fc:>^n, ^cil2SANh*Dy 'T-y 

CAEtt*y by— 9 • it— IfX • 
^LTMfBT-^^V^S^D^A (CAM) 

20 0, CAM«S9ESAN0)&«>OBIHWBiJ (PD) «Mg 
£*TU SfcSANOPDfitffi^— 7)V (SPDIT) 

*«i#u ^^tcffifiaamT-^T*^^^ (ca) mm 
ibs pd i Ti3*wftsn&«**e»'rsiBi7*#-rs 

25 3±tB (17) CIBi^f-^MIyXfAo 

d9) iESPDim wimcA±(D&7ny? b 

3-F*Wt-*£<h£4$«£-rS-LE (18) ^IB«oo 
f-^IIyXrAo 
30 (2 0) afrfSCA_h(D&yny^ hXtt»*fcJt)Sf*» 

b'^>ymm. ^p^M^a, me^d*^ 
m-tzmm, ms/x\tmtz-fuy^biL\^mm\z^ 

££#lfc£:T£±fa (19) CEIiOT-^aiyXf 

(2 1) «9»x9-«*(oaatt, MSB^ay^hX^ 
40 H*3i«lt»U>^ • "if- tfX (ELS) SSU>^W 
1x3— F (RLIR) &Vtf—b-?Z>ft£?ft&*TZ. 

£&&m£-tz>±m (20) fcEK^x-^ffla^xT 1 

(2 2) MfBS DT(i iECAMCck^TCAE*^ 
45 STOofcX7-(i:i!BSANh#P^-7y^^<0 

(IMBt*»«!-r*c:i*1*«tr*±E (2 0) tctatt 

(Df-^ffllyXfAo 

(2 3) 7hl/-y*XU7^7h9-i7 (SAN) 
M©X7-S:i6ItST-?Ji!!IyXfAT*6^T» 3 
50 >t!^-^^fTX^^yi:LT, 5HS7'-*7^3 L * i g 
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2^t~^; n ^i^^?/^ h ^7;2i^5,^^ ) rt ^2001-249356 



SXoi^A (CAM) T£>x^-- y§It 

z&m^&t. ut^^a^jwt^uxa (rd 

A) Sffl^TWBBx^— • *y-fe— >?^M11"§MI? 
gi:^t, HtHBCAMtt«9iBSAN©fc*pga*JS»J 

(pd) mmzmi>. KCAMttaftiasANoPD«a 

7—Zf)l (SPDIT) £#J3U SSKflMBCAMfc 

^oTflFasnfcafiT-*^^^^ (ca) kmes 
pd i Tfc»tt*nfc«**ea-r*«i**w-rs-r^ 

(2 4) M2CA£lt#--h-r£*y h»7-^^ A*> 
>t?£.&&-r2>Z.£&ftWLiiTZ±B (2 3) KfB»ctf> 
(2 5) WfBSANH, ffifB*y 
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